10 Top Tips for .. &

o KEEPING CHILDREN
"SAFEFRO

We all want to continue being informed and inspired by the ever-expanding capabilities of the internet. But we also need to be able to
safeguard ourselves againstthe growing amount of online hazards. Knowing what is fact, understanding what dangers exist and taking
appropriate steps can go a long way towards protecting yourself and your family. National Online Safety has colaborated with the Yorkshire
and Humber Regional Cyber Crime Unitto compile 10 painters to help you keep your children safe from cyber crime.
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1. Spot Phishing Bait | . 2. Don't Over-Share ;
Phish d disasidrg
messoges ore untomgeted mosaam ng Iz yourchild sharing too much on soclal madia? Do
far ﬂuﬁ?ﬂve information (e.g. usemames, posswords, . they post things ur‘t?:l'l.l:'t their private life, uplood
bank datails) or ancouraging recipiants to visit afoke . imoages of your homa, or discuss their fiendships
website. It's sofest toleom tha worning signs of phishing J e and relationships online? Criminals will gother this
and increose your child's owarenesa. Too good tobe ; information and moy try to use it foridentity theft
true? Spelling or punc tuoton ermors? Odd sense of i or other offences such os froud. To combat this,
Tlcy?muacﬂmdﬂugammdﬁmmhu , ensura your child’s privocy setfings mean they are
follow demands if you're unsure, contoct the official y = ’ only sharing information with fomily and close
comipany direc thy online to enguine furthar. P friends. Use parental controls where ap propriote.

3. Encourage Strong F\EESWI:I'I:'.ISI - '_ 4 Stay Updated

Weok posswords make it foster ond eosier for s o \ o Peopleoften put off instolling updates to apps ar
sameons to occess o your onfine accounts or z s B 11 - saf tware becouss they dont feel it's necessary, it
get control of your device = giving them a routs to Ber - can be time consuming, orcould couse problams
your parsonal informotion Fora strong possword, LT g A p = with progrommes they rely on. Butupdates help
national guidance recommiands using thres randam s, T A T ey . protect usars from recently discoverad

words (eg. battlegaro gepylans). Consider paying for | ¥y e ! vulnerahilitiss to molwore. You con usually set
your child to occess o posswond manoger. X - tham to run outomaotically = encouroge your child
Encouroge them to hove a seponote possword for . ) to salact this option. Ensure updates are instolled
their amall occcount Ensure the whole fomily uses : as soon as possible after you're notifled they're
two-foctor outhentication whera posaible. 1 anaill able,

5. Back up Your Data ¥ = 3 6. BeWary of Public WiFi

Some cybearattocks con lead to tha theft or delation Free public WiF is commonploce - butits oftennot
ofi riant [ond possibly sensitive) dato or lossof gacure and sands unencrypted d ata via the networ
files (ke photos and videos) thot con't be reploced. A hocker onthe some netwaork could occ ess personal
Bocking up data tothe cloud - or to another data (fike finoncial information) without youeven
deavice = will help prevent dota loss if you ever \ reallsing they'd done so. To owald this, sudgmest to
become the victim of a cyber ottock. Where possible, your dr'ﬁdﬁ'ﬂ:l‘t they use their 3Gor 4G mobile doto
set your child' s devices tobock up outormoticall : when they' re out and about, rather than free WIHR.
Also encouroge them o bock up theirdota prior to Caonsider purchasinga VPN (Virtual Private Netwark)

installing any updotss. whane possible.

7. Take Care When Chatling B. Recognise Warning Signs o

Criminals may look to manipulate others anline e Often, budding cyber experts will elish the challengs
and cosarce trmm{nmwn%ﬂ'm]rtcdmtn or cyber of testing themsalves or eaming r jonfrom
gkills for unathical means. Try to get your child to : | ! mr(! for theirexploits. Even principled ‘white-hot”
be opan obout who they ora talking to anline. N ] ars will look to test thair skills anline. If youthink
Communicotion tools such os Discord are g7 e £ your child Is interested in hocking, try to understand
popular amaong gamers = butbe coutious of the A b, J what thelr motivation ls. You d encouroge their
other people using them, ond ensure you know ¥ ; i f ﬁ_lk:lpuﬂunhaﬁﬂncd competitions auch as bug
who yourchild is chatting with. o j tea.
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9. Understand Their Motivations "':_; 2 Q) "i.\ \ S \ 10. Know the Consequences Tl

Those beinginfluanced online touse their skills ' * Many young people may feal thot hocking is
unethically may display certoin key warning signs. P e ow essentially alight-hearted prank, and not
Sudden evidence of new-found wealth [unexploined ¢/ # = es pacially serious. So make sure your childis
new clothes or devices, for exompla), secrecy around # owars of the implicotions of a conviction under
their anline bahaviour or boasting of new online ';. F the Computer Misuse Act — not only the posaibility
" triendships are all couses for concern. if in doubt, ; i : of a criminal record, but also lifelong travel

refer through to your regional cyber crime team. [P~ ot W T restrictions and damage to their future career ar
L 4 i . = = educational prospects.
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